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EIZAMQrH

270 dpBpo autd mapoucidleTal pia AUon Tou TPoPAALATOC TNS didpKoUC Heiwang ThG
didpkelac Tou kwdikoU Tpdopaonc Tou Aiaxeipioth Tou ESumnpétn AiktUou petd améd
KdOe aAAayn Tou.

2TIC TpWTeC ahAayéc n Oidpkeld Tou KWOIKOU NTav évd €T0C. 2& HETAYEVEOTEPEC
aAAayéc peiwdnke oToug €€1 PAVEC, Yia va @Tdoel apyodTepa Toug Tpelg PAves. H diadikaoia
AUTA PTTOPEi va OUVEXIOTEI HEXPI VA PTATEI O UTTOXPEWTIKA KaBnuepiviy aAAayn.

ATO TTAeupdc aowdAesiag, n tapamdvw diadikacia eivar OeTIKA, OpWC n XpnoigoToinan
O1aQOPETIKWY KWOIKWY 0 KAOe uTToXpEWTIKA aAAayn eival TToAU miBavo KAmoia oTIyHA va
odnynoel o amwAeila Tou KwdIkoU mpoaPpaonc kKai Tng duvaTtoTtnTag ouvdeong oTov
e€umnpéTh oav d1axeIpIoTAC.

EmimAéov 8 n ouxvh aAAayn Kai pdAioTa kaBnuepivih, Tou KwdikoU TtpdoPacng HTopEi
va amoPei apkeTd evoxXANTIKA.

To dpBpo autd diavépeTar pe Tnv adeia Creative Commons Avagopd
Anpoupyou-Mn Eumopwny Xprion-Oxt Mapaywya Epya 4.0 Awbvég
(CC BY-NC-ND 4.0)
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KEZAAAIO 1: IZTOPIKO - ETTIAYZH

1.1 TO IZTOPIKO THZ EMZANIZHZ

To mpdopAnpa autoé epgavioThke (Xwpic va onpaivel 0TI dev PUTTOPET va EUPAVIOTEI KAl O€
dAAe¢ mepimTwoeig) am' étav pou {hthoav Ta Windows Sever 2008 R2 yia mpwTn @opd
va aAMafw Tov Kwdikd Tou Alaxelpioth Tou eumnpéTn Tou TOTIKOU BIKTUOU Kal
OUVEXIOTNKE KAl TIC €mOHEVEC @opéC. AvdAhoyo TpoPAnUa cixe TapouciacTei Kal o€
e€umnpéTn pe Windows Server 2003.

1.2 H ATAAIKAZIA THZ AYZHZ
H diadikaagia Tng AUong mepiAaupdver dUo okéAn:
1. AMayh TomwnAg MoAwrwng Kwdwuv (Local Password Policy) oe Windows Server
2008 R2
2. AMayn MoAuawne Kwdwwv Topéa (Domain Password Policy) oe Windows
Server 2008 R2

1.3 AAAATH TOTTIKHZ TIOAITIKHZ KQAIKQIN ZE WINDOWS
SERVER 2008

Ta PAugata mou mpémel va akoAouBnhooupe (PApatra 1 - 3) yia Thv emiAuon Tou
TpoPAAPATOC TapouaidlovTal aThv ouvéXEld Tou eyypdygou (eova 1).

H Local Group Policy Editor : ": =101 x|
| - 1 | ==
o | 7D K= HE |
.| Local Computer Policy || Policy = [ Security Setting [
= = Computer Configuration Enforce password history 0 passwords remembered
# | Software Settings li:| Maximum password age 42 days
= ] Windows Settings £] Minimum password age 0 days

# | Name Resolution Policy
i Saipts (Startup/Shutdown)
= —_r,} Sequrity Setbngs
= o Account Policies
k ¥ | n Password Policy
B g Account Lodeout Policy
# g Local Polices
% Windows Frewall with Advance
| Metwork List Manager Poboes
| Public Key Policies
| Software Restriction Polices
| Application Confrol Polices
| {8, 1P Security Polides on Local Cor
& || Advanced Audit Policy Configur
® gl Policy-based QoS
# | ] Administrative Templates
= %, User Configuration

Ewova 1: Enefepyaotric Tomkng INMoAwtwng Opadag

n Minimum password length 0 characters
Pazsword miust mest complexity requirements Snabled
iziz| Store passwords using reversible enoryption  Disabled

1 EHE®

1. Tlardue otnv Evapén (Start) kai emiAéyoupue Ektéreon (Run) yia va avoifoupe To
TAaiolo 8iahdyou Ektédeon (Run). ZTn ouvéxela TAnKTpoAoyoUue gpedit.msc kai
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natdpe OK via va avoifoupe Tov emefepyaoth Tomwne MoAwtwnc Opadag (Local
Group Policy Editor).

. Emekteivoupe Tnv Awpdppwon Ymodoywt (Computer Configuration) ->

PuBuicec twv Windows (Windows Settings) -> PuBuioeic aopadeiag (Security
Settings) -> lMoAwwég Aoyapuaouou (Account Policy) -> MoAawrn KwdwoU
(Password Policy).

. Kdvoupe di1mmA6 KAIK oTo €ikovidio TIC puBuioeic Tou otroiou BéAoupe va aAAdoupe

oTo @dkeho MoAwrkn (Policy). Kavoupe aAAayn oTig puBuioeIg Tou kal oTn ouvéxeld
matdye eikovidio Epappoyn (Apply)

Ta poavagepobpeva PAparta civar opdTtd Kai otThv ewoéva 1 Tou tapévTog dpBpou.

1.4

AAMATH TIOAITIKHZ KQAIKQN TOMEA ZE WINDOWS

SERVER 2008

Ta pAgara mou Tpémel va dAKoAoUBnooupe yia Tnv emiAuon Tou TPOPAALATOC
TapouaidfovTal oTnv cuvéxela Tou eyypdgou (Prpara 1 - 9) kai cuvoyiCovrar oThv aAayn
noAwtki¢ Topéa kwdwwv (Domain Password Policy) oe Windows Server 2008 R2.

1.

EmiAéyw Evap€n (Start) otn ouvéxeia Ektéreon (Run) kai aTo TrAdiolo gioaywync
Tou Ba epgavioTei TANKTpoAoyw gpme.msc kar matdw To koupmi Evrafet (OK)
wote va avoifw Tnv Kovaoda Awxelpione MoAuwrc Opadag (Group Policy
Management Console).

EmekTeivw To pdkeAo Topeic (Domain) yia va Ppw Tov Topéd pou.

. Emekteivw Tov Topéa pou Kal OTh OUVEXEId ETMEKTEIVW To @dKeAo AVTKelueva

MoAwtng Opadag (Group Policy Objects) kai aTn ouvéxeia emiAéyw EE' oplopou
MoAwrwn Towéa (Default Domain Policy) (swadva 2).

Group Palicy Management
File  dcton  Yiew Window Help

ok | -
E a1 [ia [ H -
Group Policy Managemert | Detault Domain Policy
iy Forest: corp.claimsauth.oom -
L4 Scope | Detads | 540095 | Dedegation
# g Domains |
# 3 corpoclaimsauth.com Dafault Domain Policy
w. Default Domain Palicy Dt cobscted on: 47252013 1:04:13 Pid
= Dormmn Controllers Computer Configuralion [Enabled)
a ¢ Group Pohcy Obpects f_ m‘ 4 .- e .
| Default Dermain Controllers Policy TR I
[ 2 Defaun Dermain Policy o
y W Filters SBB.I'I,' 5’""?
) Seartes GO [ Account Policies/Passwond Policy |
3 Sites Account Policies/Account Lockout Policy
sy Group Polecy Modeling
Acoount Policies Kerbema Policy
+ Group Policy Results
Local PoliciesSecarity Opliona
Public Key Polickes/Encrypting Fle Syslem
Public Key Policsea/ Trusted Root Centification Authonties
Ulpisr Corliguralion (Enatiled)
Mo settinas defired
/
Ewova 2

4. Tlardw otn kapTéAa PuBuioewc oto de16 TAdiaio.
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5. Emekteivw TIG PuBpicew twv Windows (Windows Settings) — PuBuioe
Aopalelag (Security Settings) — lMoAwtkéc Aoyaplaauou / Motk Kwdwou.
6. Kavoupe 8e€i kAik oTo [MoAuwn Kwdwou (Password Policy) kar emAéyw

Enefepyacia (Edit).

7. Tupa avoiyel To mapdBupo Emefepyaotric Awaxelpiong MoAwtkng Opadag (Group
Policy Management Editor). Z1o ¢dkeAo Awpdéppwon Ymodoywsty (Computer
Configuration) emekteivw To [MoAwrkés (Policies)->PuBuioelc twv Windows
(Windows Settings)->PuBuioelc Aogalelag (Security Settings)->TToAwwwkég
Aoyaptaopou (Account Policies)->IMoAwrikés Kwdwou (Password Policy) (ewadva 3).

= Group Policy Management Editor
File Action Wiew Help

&= |EE = HE

e Computer Configuration
4 || Policies
» || Software Settings
a [ Windows Settings
. [ | Mame Resolution Policy
|| Scripts (Startup/Shutdown])
4 Fh Security Settings
a _:'J::] Account Policies
li:,_ij Password Policy I
» 2 Account Lockout Policy
+ 55 Kerberos Policy
+ | Local Policies

» zf Eventlog
o Restricted Groups

» [ Systemn Services

Eiwxovo 3

m

8. 2710 0¢&i mAdioio pmopoUpe va aAAafoupe Th TOAITIKA KWdIkoU oUHQwva HE TIG

avdykeg pag (ewova 4).

| Group Policy Management Editor
File Action View Help

e 2B X HE

4 Paolicies = || Palicy
4 || Software Settings
[ Software insta

4 | Windows Setting:

| Mame Resolut

Seripts (Startu

4 5n Security Settir

4 [ Account P

| Passw

Enferce password history

Masimum pazsword age

Minimum password age

Minimum password length

Password must meet complexity requirements

Store passwords using reversible encryption

H Accou|_
= Kerber

Eiwxovo 4

Palicy Setting

0 passwords remembered
0

0 days

7 characters

Enabled

Disabled



9. ApoU aAAdfape Tn TOAITIKA ToUu KwdIKOU OTNn OUVEXEIDd AVOIYOUHE Th YPAHUA
EVTOAWV Kai TAnkTpoAoyoUpe gpupdate/force mardue enter (eikéva 5) kai
£TaveKKIVoUUE Tov uttoAoyioTh (ewkova b).

v Administrator: CG\Windows\system32\cmd.exe
Microsoft Windows [Uersion 6.1.7688]
Copyright <{c? 2889 Microsoft Corporation. All rights reserved.

CzslUserssAdministrator?gpupdate-force
Updating Policy. ..

User Policy update has completed successfully.
Computer Policy update has completed successfully.

SlserssAdninistrator?

Eiwxova 5

Edav emBupolpe va doUue TN UgIoTduevn TTOAMITIKA KwAIKWY TTANKTpoAoyoUHE OTh Ypduph
EVTOAMUV net accounts kai ardye enter (ewova 6).

(4. Administrator: C\Windows\system32\cmd.exe

Microzoft Windows [Uersion 6.1.76811]
Copyright (c? 28007 Microsoft Corporation. All rights reserved.

C:xUzerssAdministrator>net accounts

Force uzer logoff how long after time expires¥: Mever
Minimum password age Cdays):

Maximum password age Cdays):

Minimum password length:

Length of password history maintained:

Lockout threshold:

Lockout duration (minutes):

Lockout observation window (minutes):

Computer role: PRIMARY
The command completed successfully.

C:xUszserssAdministrator>

Eiwcova 6
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